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Our CEO’s
Words

Dr. Dhruv Pandit

Founder, CTO, and Director of Heritage Cyberworld LLP
Creator - DRONAKSH

Dr. Dhruv Pandit, the Founder, CTO, and Director of Heritage Cyberworld LLP, has started his
remarkable journey towards industry prominence through a blend of knowledge and innovation. His

visionary leadership has cemented the company's reputation as a trusted provider of cutting-edge
cybersecurity solutions across diverse sectors.

Having received an Honorary PhD in Cybersecurity, Dr.Dhruv's significant contributions have not only
elevated industry standards but also inspired countless individuals to pursue careers in this critical
field. Starting at Ganpat University, his focus on cloud-based applications with IBM laid the foundation
for his expertise.

Dr.Dhruv has launched DRONA, a pioneering Integrated Cybersecurity Command Center, as part of his
commitment to combating escalating cyber threats. As he embarks on this journey, he also aims to
establish Integrated Cyber Security Command Centers across various cities and train 100,000 cyber
warriors, aligning with Prime Minister Narendra Modi's vision for national cybersecurity and job
creation. Moreover, he is eager to collaborate on launching a cyber security magazine, ensuring that

AWARDS \RECOGNITION:

* Represented India at the India Estonia Defence Delegation seminar in Estonia in 2024

* Hall of Fame from Google, Lenovo, Trend Micro, Intel, Alien Vault Microsoft and more.

* Times Men of The Year 2023 by Times of India

* India's Youngest Cyber security Entrepreneur by Knowledge Chamber Commerce Industry (KCCI)
* Cyber security researcher award from India Prime Awards

* Felicitated by Ministry of Education of India in National Education Summit 2022

* Felicitated by Ministry of Defence in India International Defence and Homeland Security Expo 2022
* Felicitated by Gujarat Police by solving the cases related cyber-crime investigation

* Represented India at the India Kuwait Defence Delegation seminar in Kuwait in 2022

* Chairman for Cyber Security at Knowledge Chamber of commerce and industry (KCCI)
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Generate employment in India, Create 50 Integrated Cyber Security Command
Control Center Labs by 2026 in India. Generate team of 100,000 Cyber Yodha's
for nation to fight against cyber attacks.

vital information reaches every corner of the
cyber world.

The driving force behind launching Dronaksh, a
cybersecurity magazine, is a passion for
fostering a resilient cyber community. By
providing the latest trends, news, and insights,
Dronaksh aims to empower individuals and
organizations with the knowledge to safeguard
against emerging threats. Through knowledge
sharing and proactive alerts, it seeks to build a
united front against cyber threats while
promoting preventive security measures.

Dronaksh, a cybersecurity magazine, is
dedicated to fortifying the digital realm against
evolving threats. By disseminating the latest
trends and insights, it cultivates a vibrant cyber
community and empowers safe navigation of
the digital landscape. Its primary goal is to raise
awareness about preventive security
measures, provide timely alerts to mitigate
risks, and foster collaboration and ethical
conduct within the cyber community.
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Dark Web, hidden sections of the
internet unable to be accessed by
standard search engines, can be
accessed with special software.
The country has a reputation for
anonymity, which makes it a
prime location to engage in
criminal activity, including drug

trafTicking and weapons sales.

A recent study reveals increased
cybercrime from the Dark Web,
including identity theft, data
breaches, and ransomware
attacks. Although law
enforcement agencies are
monitoring and curbing illicit
activity on the Dark Web, it 1s
difficult to regulate and control

since it is challenging to locate.

With Dark Web monitoring
Services, you can improve
cybersecurity and eliminate the
threat of cybercrime in this

hidden area of the internet.

of the
Internet

Internet users access 96% of
the Internet through the deep
web and dark web, although
the dark web represents a far
smaller percentage.

[ate of publication: August 2024

There are still some risks

involved when visiting the dark

web, even though it is generally
safe. It's usually difficult to
assess website safety on the dark
web, so it's riskier than on the
surface web. If you don't know
how to identify trustworthy dark
web sites, cybercriminals could
exploit your vulnerability. The
dark web 1s home to many
different types of threats,
including:

1. Malware: The majority of
malware in use around the
globe 1s distributed and sold
via the dark web. To prevent
system infection, install a free
malware removal tool before
browsing the dark web.

2. Scams: Dark web transac-
tions are unregulated, so that
scams can be found every-
where. It 15 easy to commut
fraud on the dark web due to
the same privacy that hides
your activity. Dark web
sellers often lList stolen credit
card numbers resulting from
data breaches.

3. Spyware: NSA whistleblow-
er Edward Snowden famous-
ly revealed the XKEY-

it
i

SCORE spy program as a

security risk for Tor users and
dark web users.

4. ldentity theft: Fraudsters
may lure you into making
impulsive purchases or
providing personal informa-
tion through which they can
collect your data. If you wish
to protect your privacy on the
dark web, then vou should
encrypt your connection
using cryptography and

pseudonyms.

$176 million

There was an increase of
nearly $176 million in
ransomware cryptocurrency
based crimes carried out on
the dark web in 2023,

Dark webs are usually associated
with cybercrime and other illegal
activities. However, they also
have legitimate uses. The
following are some examples of

these use cases:

CENSORSHIP
CIRCUMVENTION

Several well-respected news
organizations, including the BBC

and Pro Publica, have an active

www heritagecyberworld com | 03



The Dark Web

The Dark Web

presence on the dark web to
ensure that anyone can view their
reporting. However, some news
sources are censored in countries

and regions.

PRIVATE COMMUNICATION
If vou are concerned about your
privacy, there are several
encrypted communication
resources available on the dark
web. Among them are email
client software, internet chat
software, and social media

websites.

WHISTLEBLOWING
Providing anonymous tips is also
a part of law enforcement,
national security, and journalism.
In addition to being private, the
dark web offers tipsters an
additional layer of anonymity.
Dark web users probably won't
want to go to the dark web or
even need to visit it. Going on
the deep web without taking
several security measures is more
risky than surfing the surface

web.

1. ILLEGAL DRUG TRADE
Drug trafficking is one of the
most popular activities on the
dark web. Narcotic marketplaces
that have been shut down by

authorities serve as a distribution

10 | www heritagecyberworld.com

point for heroin, cocaine,
methamphetamine, and L5D.

2. WEAPONS TRAFFICKING

- The dark web is a means for

illegally distributing firearms,

- explosives, and ammunition.

Handguns, assault rifles, and

- grenades are available from

vendors, and they are often
targeted at people attempting to

- evade the law.

3. STOLEN DATA AND
IDENTITY THEFT

Dark web markets are frequently

-~ used to trade stolen information,

which may include credit card

numbers,. account numbers. and
personally identifiable
information (PII). Identity

thieves, financial fraudsters, and

- other criminals sell databases
- containing compromised

accounts.

4. HUMAN TRAFFICKING

Human trafficking networks
regularly exploit dark web users
by selling them and facilitating
their sale, This includes forced
labor, sex trafficking, and illegal

- adoption. Since the dark web is
- anonymous, law enforcement has
- a hard time tracking and

dismantling it

5. TERRORISM
Dark web sites have been used

by terrorist organizations and

- extremist groups in their

recruitment, fundraising, and

communication efforts,
Authorities can't spot them
sharing propaganda, plotting
attacks, or soliciting anonymous

donations.

2.5 Million
Daily visitors

As of 2023, there was an
average of more than

tothe
dark web. In April 2023, there
were 2.7 million users on
average per day, an increase
from 2.6 million users.

In the past year, the dark web has
expanded by over 300%, which
has led to increased risks.
Therefore, you should keep
yourself safe from the dangers.
To give you a better idea of how
widespread dark web cybercrime
15, here are some disturbing
statistics:

» It takes 39 seconds for a
cyberattack to occur. The
hacker targets around 2,250
computers every day.

»  The dark web contains 60%
of information that could be
harmtul to large corporations.
A 20% mcrease in listings on
the dark web has been
observed over the last five
years. Approximately 60% of

all listings are harmful to

Date of publication: August 2024

businesses, except for those
that sell drugs.

» [t is estimated that 90% of all

cyberattacks take place due to
human error or recklessness.
The majority of cybercrime
targets businesses are not
caused by security
vulnerabilities residing in
their networks. User behavior
1S & concern in conjunction
with weak logins and
passwords. Some of the
people in the company are
too naive to believe in the

mission of the company.

Cybercrime

for $1,800

Malware and DDoS attacks
are common on the dark
web. The cost of 1000
threat installations can be
purchased by a
cybercriminal for $1,800.

-

3

Date of publication: August 2024
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1. WEB BROWSER

Having the right web browser is

- crucial when attempting to access

the dark web. Tor is not the only

- browser available to users; users

- can check out other options. The

Whonix sandbox includes a

- browser based on the Tor source

- code. Users who want to block

DNS on Tor can toggle
network.dns blockDotOnion to
FALSE through the address bar
in Firefox.

2. DARKWEB SEARCH
ENGINES

Search engines like Google and
Bing do not index or entertain

dark web pages. With Duck-

DuckGo, users are guaranteed

privacy without being tracked

- online. Using the Tor browser,

- users can search for pages from

the dark web.

3. VIRTUAL PRIVATE
NETWORKS (VPN)

With a VPN, users can remain
relatively anonymous and secure
when browsing the dark web.
The software encrypts traffic,
circumvents ISP-level censor-
ship, and shields user data from
being collected by third parties.
Under special circumstances,
VPN companies can share data
according to the laws of the

country in which they are based.

~flare

4. FLARE

Flare monitors thousands of
cybercrime channels, including
Telegram and the dark web, to
provide tailored intelligence for
your organization. It integrates
quickly and is user-friendly, even
for junior analysts. Flare scans
for leaked credentials, offers
real-time alerts for mentions of
your assets, and detects potential
account takeovers. With
extensive coverage across dark
web sites and over 4,000
Telegram channels, it delivers
actionable insights to enhance

YOUr security

www.heritagecyberworld.com | Il



VULNERABILITY VORTEX:
THE HOTTEST CGVES
THIS MONTH

CVE-2024-38112

Void Banshee Targets Windows Users Through Zombie
Internet Explorerin Zero-Day Attacks
Date: June 09, 2024

Certainly! CVE-2024-38112 isa
critical vulnerability that allows
remote attackers to execute
arbitrary code on affected
systems. Exploited in a zero-day
attack. it involves the misuse of
the MHTML protocol handler
and x-usc! directive within
internet shortcut (URL) files. By
crafting malicious URLs,
attackers can bypass security
controls and redirect victims to
compromised websites hosting
malware, such as the Atlantida
stealer. This attack chain
leverages the deprecated Internet
Explorer (IE), exploiting its
functionalities to execute

17| www heritagecyberworld.com

- malicious scripts and download
payloads without user awareness.
Organizations are urged to apply
patches promptly, as

- CVE-2024-38112 poses
significant risks of information
theft and system compromise
across various regions

- worldwide,

CVE-2024-38112 affects systems
. where Internet Explorer (IE) is
present and enabled. Specifically,
this vulnerability impacts:

1. Windows Operating

Systems: Any Windows
version that includes Internet

Explorer and has not applied

the necessary security
updates to address
CVE-2024-38112.

2. Applications Using Internet
Explorer: Systems where
Internet Explorer is used as
the default or alternative
browser, particularly those
accessing web content via
URL files.

Given that Internet Explorer is
deprecated and no longer
receiving regular updates as of
June 15, 2022, systems still using
[E are particularly vulnerable if
they have not implemented
mitigations or switched to more
secure browsers like Microsoft
Edge or other modern
alternatives.

1. Security Update: Microsoft
would release a security
update or patch to address the
vulnerability. This update
would be made available
through Windows Update or
the Microsoft Security
Update Guide.

2. Advisory: Microsoft may
issue a security advisory
providing details about the
vulnerability, affected
systems, and recommended
actions for users and

administrators.

Date of publication: August 2024

3. Mitigation Guidance:
Guidance on mitigating the
vulnerability, such as
temporary workarounds or
configurations to reduce
exposure, may be provided.

4. Coordination: Microsoft
may coordinate with
vulnerability researchers,
partners, and industry
stakeholders to address the
vulnerability and minimize its
impact.

Reference: hitps:/www.lrendmicro.com/

en_us/research/24/g/CVE-2024-381 12

-void-banshee himl

CVE-2024-3596
RADIUS Protocol
Vulnerability Exposes
Date: June 09, 2024

A vulnerability in the RADIUS

protocol was recently discov-

ered that could allow attackers
to gain unauthorized access to a

network.

VULNERABILITY DETAILS:
The RADIUS protocol relies on a
weak hashing algorithm (MD35)
to verify the integrity of data
packets. This vulnerability allows
attackers to modify data packets
and bypass security checks,
potentially gaining unauthorized

access to the network.

©

[ e

Hottest CVE'S
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. MITIGATION
. RECOMMENDATIONS:

The article recommends

mitigating the risk by using TLS
or IP5ec to encrypt RADIUS
trafhic.

| Reference: hitps://thehack-

i emews.com/2024/07 radius-protocol-vulner- |

ability-cxposes. html

. CVE-2024-36401/

- CVE-2024-36404
Remote Code Execution
Vulnerability between
GeoServer and GeoTools
Date: July 01, 2024

Recently, NSFOCUS CERT

detected that GeoServer and

. GeoTools issued security

. announcements and fixed the

- XPath expression injection

. vulnerability in GeoServer and

- GeoTools (CVE-2024-36404). As

the GeoTools library API called

by GeoServer will pass the

®
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attribute name of element type to
commons-jxpath library in an
msecure manner, this library can
execute arbitrary code when
parsing XPath expressions.
Unauthenticated attackers can
realize remote code execution by
sending special inputs to the
default installed GeoServer and
using multiple OGC request
parameters. At present, the
vulnerability details and PoC
have been disclosed. The affected
users are advised to take
measures for protection as soon

as possible.

AFFECTED VERSION

*  GeoServer <2.23.6

*» 2240 <= GeoServer <224 4
+ 2.25.0<=GeoServer <225.2
*  GeoTools <29.6

*+ 31.0<=GeoTools <31.2

*  30.0 <= GeoTools <304

MITIGATION:

1. At present, a new version and
security patch have been
officially released to fix the

above vulnerabilities. Please

www heritagecyberworld.com | 13



Hottest CVE'S

install updates for protection

as soon as possible.

Download link: https:/github.com/'-
geoserver/geoserver/tags
hitps://github.com/geotools/
geotools/lags

2. You can download the patch
versions 2.25.1, 2.24 3,
2242 2232 221.5,2.20.7,
2.204,2.19.2,and 2.18.0
from https://geoserver.org to
obtain the gt-app-schema,
gt-complex, and gt-xsd-core
jar files. Replace the
corresponding files in WEB-
INF/lib of the affected system
for restoration.

CVE-2024-35154

IBM WebSphere
Application Serveris
vulnerable to remote code
execution

Date: July 09, 2024
IBM WebSphere Application

Server could allow a remote
authenticated attacker, who has
authorized access to the

administrative console, to

14 | www.heritagecyberworld.com
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: execute arbitrary code. Using
specially crafted input, the

attacker could exploit this vulner-
ability to execute arbitrary code |

on the system.

. AFFECTED PRODUCTS
. AND VERSION:

Iffected Product(s)
[1BM WebSphere Application Serveds.0
[BM WebSphere Application Serven8.5

Wersion(s)

REMEDIATION / FIXES:
- For V9.0.0.0 through 9.0.5.20:

+  Upgrade to minimal fix pack

levels as required by interim

fix and then apply Interim Fix

PHG61489
--OR--

« Apply Fix Pack 9.0.5.21 or

later (targeted availability
30Q2024).

For V8.5.0.0 through 8.5.5.25:

+  Upgrade to minimal fix pack

levels as required by interim

fix and then apply Interim Fix

PH61489
--OR--

+ Apply Fix Pack 8.5.5.26 or

later (targeted availability
3Q2024).

CVE-2024-21513
Arbitrary Code Execution
Affecting langchain
expermental package
Date: July 15, 2024

Langchain-experimental is a

package that holds experimental
LangChain code, intended for

research and experimental uses.

Affected versions of this package
are vulnerable to Arbitrary Code
Execution when retrieving values
from the database, the code will
attempt to call 'eval’ on all
values. An attacker can exploit
this vulnerability and execute
arbitrary python code if they can
control the input prompt and the
server is configured with
VectorSQLDatabaseChain.

AFFECTED PRODUCT:

REMEDIATION:

» Update the package:
- pip install --upgrade
langchain-experimental

» Review your code

» Implement input validation

= Least privilege principle

»  Check for any temporary
workarounds:
- The package maintainers
might have suggested

temporary workarounds if an

Date of publication: August 2024

immediate update is not
possible.

POC:

Reference: hitps:/secunty snvk.io/vul-

n/SNYK-PY THOMN-LANGCHAINEXPERT-

MENTAL-7278171

CVE-2024-39008
Robinweser fast-loops
v1.1.3 was discovered to
contain a prototype
pollution via the function

objectMergeDeep
Date: July 01, 2024

Affected versions of this package

are vulnerable to Prototype
Pollution through the vulnerable
function: objectMergeDeep. An
attacker can alter the behavior of
all objects inheriting from the
affected prototype by passing
arguments to the vulenrable
function crafted with the built-in
property: _ proto__ . The attack
can potentially escalated to
Denial of service, remote code
execution or cross-site scripting
attacks depends on the gadgets

that may affected by the attack.

AFFECTED PRODUCT:

+  Product: fast-loops

Date of publication: August 2024

Hottest CVE'S

DRONAKSH

P Version: 1.1.3

- AFFECTED
. COMPONENT(S):
-+ ObjectMergeDeep

- ATTACK VECTOR:

The attacker can modity built-in
Object.prototype by calling the
vulnerable function:
objectMergeDeep with an
argument containing a special
property _ proto__ to pollute the
application logic that can be
escalated to Denial of service,
remote code execution or

© cross-site scripting attacks.

POC:

. REMEDIATION:
Update the package:

- npm update fast-loops

-+ Review usage of

objectMergeDeep

-+ Use Object.create(null)
i Reference: hitps://gist.github.com/me-
strtee/ f2aS0T7c8d59thbbTid40880cd9bE Ted

| CVE-2024-41110
Critical Docker

Vulnerability Lets Hacker
- Bypass Authentication

. Date: June 23, 2024

Severity : Critical , CVSS
Score: 10

- EXECUTIVE SUMMARY:

Vulnerability - Docker

E Authentication Bypass

An attacker could exploit this
vulnerability by crafting a special
API request with a
Content-Length set to 0, causing
the Docker daemon to forward
the request without the body to
the AuthZ plugin. This could
result in the plugin incorrectly
approving the request, leading to
unauthorized actions and

potential privilege escalation.

AFFECTED VERSION:
Docker Engine: <= v19.03.15, <=
v20.10.27, <=+v23.0.14, <=v24 0.9,
<=v25.05 <=v26.0.2 <=v26,14,
<=v27.0.3, <=v27.1.0

Docker Desktop: Up to v4.32.0

REMEDIATION STEPS:
Users should update Docker
Engine to a version above
v23.0.14 or v27.1.0 and upgrade
to Docker Desktop v4.33 upon its
release, as it will include the
patched Docker Engine. If
immediate updates are not
feasible, consider temporarily
disabling AuthZ plugins and
restricting access to the Docker
APIL. Following the principle of
least privilege, ensure that only
trusted parties have access to the
Docker API.

Reference: https:/cybersecuritynews,com/
critical-docker-vulnerability-bypass-authen-

tication!

www_heritagecyberworld.com | 13



DRONAKSH Threats with LOG360

DON'T BE LEFT IN THE DARK: SHINE ALIGHT
ON DARKWEB THREATS WITH LOG360

Data breaches pose a significant threat to businesses, exposing sensitive information like employee creden-
tials, customer data, and intellectual property. This data often ends up on the dark web, a hub for cybercrim-
inals where anonymity fosters illicit activities. Hackers leverage stolen information to infiltrate systems,
execute phishing schemes, and distribute malware. The fallout includes identity theft, reputational harm,

regulatory penalties, and heightened supply chain vulnerabilities.

DARKWEB MONITORING AS YOUR «Actionable insights:

PROACTIVE SECURITY STRATEGY Log360's Incident Workbench allows rapid investigation
ManageEngine Log360, a SIEM solution, with critical context and historical analysis. This enables
includes robust dark web monitoring to quick threat prioritization and action, such as password
bolster data security. By integrating real-time  resets, credential revocations, and vulnerability patches.
dark web intelligence, it empowers your IT

team to swiftly detect anomalies like BENEFITS OF LOG360 DARKWEB MONITORING:
unauthorized access attempts, unusual

network traffic patterns, and unexpected data Proactive Compliance
transfers. This proactive approach helps Hetemas Support

identify potential data breaches early,

Swift Improved
ensuring prompt mitigation efforts w Security
£ g : Response Posturs
! ; - Enhanced
Here's how Log360 with dark web Visibillity

monitoring empowers you to combat these
threats:

« Continuous monitoring:

Log360 monitors the dark web for mentions
of your organization's data, including leaked
credentials, exposed PII, and financial

details like credit card numbers.

* Real-time threat intelligence:

Threat intel from Constella Intelligence
integrates seamlessly with Log360's Vigil
1Q. Vigil 1Q scans for dark web threats,
offering comprehensive visibility and robust

incident response capabilities.

Mr. Pravin M

ManageEngin@

a division of ZOHO Corp.

Manager - PreSales & Tech Support / Director
Strategic Solutions

I6 | www.heritagecyberworld.com Date of publication: August 2024
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Call this helpline number

T0 REPORT ANY CYBER CRIME TG

National Cyber Crime
Reporting Portal
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EE GIVE BACK
NOTHINGTO
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Raise Your Voice against
Cyber Crime
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THE EMNCRYPTION ENIGMHA:

HOW DOES THE DEEPR

LWEB WORK™

There are lots of debates,
discussions and myths that
revolve around the Dark web.
But there is still a lot to know
about the dark web and how it
functions. Dark webs, also called
the dark web, deep web, or
invisible web, emerged about 20
years ago by means of Freenet.
The Freenet was a system
designed to minimize the
vulnerability to government

intrusions and spying.

Today, specific browsers and
configurations are required to
access the dark web, which
contains private and secure
websites. However, large search
engines are not indexing it, so
users have a harder time finding
it.

Here, we look at the dark web,
understand how it operates, and

shed light on it.

SURFACE WEB, DEEP NET,
TOR BROWSER

Surface Web

18 | www heritagecyberworld.com

i "deep web page" on your

- The content on Netflix,
- university portals, and
- your bank's website

i are also exampl

. Surface web refers to the results

in search engines like Google,

Yahoo, and Bing. These search

¢ engines index any website made
¢ accessible to the public through
¢ their search engines. News

i stories, recipes, and other

information can be found on the

i surface web.

: Deep net
i A deep web or deep Internet is an

. area of the web that is not

indexed by most search engines.

i There are websites that are
i protected by passwords or

i paywalls.

If you set your Facebook page to

i private, for instance, no one can
. access it. As a result, Google
- cannot index the page. You

i would be classified as having a

Facebook page.

traffic.

When you use Tor, you gain
access to the dark web, the
unindexed and hidden part of the

Internet. Tor's ability to allow

of content hidden behind a users to access the Internet freely

- e i . A )
paywall. Probably more often has resulted in some countries

than you realize, you're accessing blocking the service.

the deep web constantly. Tor is aimed at improving your

privacy online and, to some

Tor browser extent, your security. Tor's
lor browser is an abbreviation worldwide network of servers

L ' o .
of "The Onion Router” and allows you to hide your [P

can be called an onion or address and secure your

dark web browser. It is connection.

a free, open-source Tor 15 a web browser

O o —
browser for that routes your data

anonymous web between different

browsing. With Tor servers (or

each session, it

nodes).
automatically
removes your HOW DO DARK
internet history and WEB MARKETS

encrypts you WORK?

internet

g 7

Date of publication: August 2024 Date of publication: August 2024
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Mo discussion of the dark web

would be complete without
reference to its marketplaces.
Darknet markets (DNMs) are
known as these markets. It's
difficult to trace these services,
but they're not protected against
law enforcement.

DNM sites are typically used by
weapons and drug dealers to
market their products and hire
hackers to do their dirty work.
There 15 no doubt that it 1s one of
the fastest-growing submarkets
on the dark web at present.
Approximately $23 billion in
transactions are expected to
occur annually, ten times more

than imitial estimates.

However, it is not just for the
purpose of carrying out illegal
transactions. Additionally, there
are those who sell legal products
and services.

However, DNMs are what give
the dark web its bad reputation.
In addition, it is likely that
your personal data will be
sold if it has been

compromised.

How Deep Web Works

HOWLEGALISITTO
ACCESS THE DARKWEB?

[t's important to note that the
dark web is not illegal, despite
what many believe. The dark
web conjures up images of a dark
side of the invisible internet
about which we have all been
warned.

This doesn't mean the dark web

isn't used for illegal activities.

Dark web users seeking
protection from legal
consequences often prefer the
dark web because of its privacy
features. Over the years, there
has been a proliferation of illegal
goods and services.

Dark web users sell credit card
information, passwords,
counterfeit documents, video
piracy, illicit drugs, firearms, and
stolen company information.
Most countries make it illegal to
buy and sell these goods and

services.

Additionally, Tor's servers restrict
what content can be accessed.
The restrictions here are no
different from those other

platforms impose on their users,
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such as restricting religious or
hateful content.

DARKWEB:ISIT
DANGEROUS?

Dark web browsing will not
place vou on the watch list of any
government agency. The web is
considered safe, despite the fact
that there are few drive-by
attacks and no Java scripts. As a
result of the anonymity, service
providers are not able to identify
you. Additionally, it can help
protect you from websites
collecting and selling your

private information.

The Tor network enables users to
browse the web anonymously,
like Facebook and Google,
without revealing their location
or identity. However, using it
does not completely hide your
identity.

[t is true that the dark web is
dangerous, but the surface web,
on which many of us spend a
great deal of time, is just as

dangerous.

What is the value of the dark web
for the average user? What are

the safest ways to navigate it?

The dark side carries potential
dangers, so think twice before
plunging in. Unless you stay on
guard, the law may come after
you, or you could be a victim of
cyber-attacks.

20 | www heritagecyberworld.com

How Deep Web Works

DRONAKSH

SURFACE WORLD

Surface webs, also called
open or visible webs, are
parts of the Internet that are
accessible to anyone and can
be indexed by search engines
such as Google, Bing, and
Yahoo. It includes websites,
blogs, social media, news
sites, and other easily
accessible and searchable

web-based information,

The data of the surface web

DATA

is typically regulated and
follows legal guidelines.
Among them are educational
materials, entertainment
websites, and e-commerce

sites.

A surface website contains
publicly accessible
information that authorities
and third parties can access
and track. Most surface
level websites use common
domain names like .com,

.org, and .net.

HOW IS SURFACE WORLD DIFFERENT FROM THE DARKNET
There are two distinct layers of the Internet: the surface web and the
dark web, and each has its characteristics. There are several major
differences between the surface world and the dark net:

DARKNET

he dark net is a portion of
the deep web that cannot be
found by traditional search
engines. Users and sites need
specific software, such as Tor
(the Omon Router). to acc

the dark net,

Meanwhile, the dark net
offers a wide range of
content, such as forums,
marketplaces, and private
messaging services. Despite
some legitimate content, the
dark net carries out 1llegal
activities, such as drug
trafficking and 1illegal arms

sales.

'he dark net is often
unindexed by search engines,

and websites on it are often

acc d through .onion

addresses (for Tor), which
require special configuration
for regular browsers to view.
Darknets are hard to track
and monitor because they're

AnonyImaous,
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within
Deep Web

Surface Web

Indexed sites like Google,
Yahoo!, Quora, Bing, YouTube

Deep Web

Unindexed pages.

Contains 96% of the internet,
including academic, medical,
financial and legal databases.
Organizational networks and
content for members and
subscribers.

Dark Web

Onion sites, drug trafficking,
illegal arms sales, and other
illegal activities. Also used for
private legal communications
and political protest.




DIGITAL BATTLEGROUNDS:
NOTABLE ATTACKS
WORLDWIDE

Blackberry Cylance
Acknowledges Third

Party Data Leak
Date: June 10, 2024

DATA BREACH
CONFIRMATION BY
BLACKBERRY CYLANCE:

*  Source: Data sold on a
hacking forum originated
from an old breach of a
third-party platform.

+  Data Content: Includes
emails of customers and
employees, along with
personally identifiable
information related to
Cylance customers, partners,
and employees.

+ ldentification: Researchers
found that leaked samples
primarily consist of outdated
marketing data previously

used by Cylance.

27 | www heritagecyberworld.com

: IMPACT CLARIFICATION:
-« Affected Parties: Cylance

clarified that no current
customers are affected by the

breach.

-+ Security Assurance: Assured

that sensitive information was

not compromised in the

mcident,

- PURPOSE OF
. CLARIFICATION:

* Objective: Alleviate

concerns regarding the
breach's scope and reassure
stakeholders about current
operational security measures
at Cylance.

¢ Reference: hitps://intelchronicles.com
i blackberry-cylance-acknowledges-third-par-

i Iv-data-leak

Malicious npm

- Packages Found
Using Image Files to
- Hide Backdoor Code
Date: June 10, 2024

lu|_@xld73cl) {

Malicious npm Packages

Discovery:

IDENTIFICATION BY
RESEARCHERS:

»  Cybersecurity researchers
discovered two malicious
packages on the npm package
registry.

* Package Names:
img-aws-s3-object-multi-
part-copy and legacy-

aws-s3-object-multipart-copy.

FUNCTIONALITY AND
DOWNLOADS:

* Downloads: Each package
was downloaded 190 and 48
times respectively before
being taken down by npm's
security team.

* Backdoor Functionality:
Packages concealed backdoor
code to execute malicious
commands received from a

remote server.

h{_Bx1d73c1)
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Motahle attacks Worldwide

ANALYSIS BY PHYLUM:

*  Command and Control
(C2) Functionality: Code
hidden in image files
executed during package
installation.

* Impersonation of
Legitimate Library:
Packages impersonated
aws-s3-object-multipart-copy
but included altered "index.-

js" executing "loadformat_js".

EXECUTION OF
MALICIOUS CODE:

* Image Exploitation:
Corporate logos for Intel,
Microsoft, and AMD used;
Microsoft's logo triggered
execution of malicious
content.

+ (2 Server Interaction:
Registered clients with C2
server, sent hostname and OS
details, executed commands

every five seconds.

DATA EXFILTRATION:

* Endpoint Usage: Output of
executed commands sent
back to attackers through
specific endpoint for

exfiltration.

SECURITY FIRM'S
WARNING:

*  Phylum's Statement:
Warned about rising
sophistication and volume of
malicious packages in open

SOuUrce ccosystems.

Date of publication: August 2024
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.« Call for Vigilance: Urged

developers and security
organizations to be highly
vigilant when using open

source libraries.

i Reference: hiips:/thchackemews.com/
E2024/07/malicious-npm-packages- found-us-

i ing.html

- BMW Hong Kong

' Faces Major Data
 Breach: 14,000

- Customer Records
éExpased

Date: June 16, 2024

- Approximately 14,000 customers
- are reported to be affected by the
' breach.

. NATURE OF DATA
EXPOSED:
+  Affected Information:

Sensitive personal details

including salutations,

surnames, first names, mobile |

numbers, and SMS opt-out

[}l'CfC rences.

+ Potential Risks: Exposed

data could be exploited for
identity theft, targeted
phishing attacks, and other

fraudulent activities.

DISCOVERY AND
PUBLICATION:

* Initial Reports:
Cybersecurity watchdogs and
dark web intelligence
accounts initially reported the
breach on social media.

* Publication: The
compromised data was
subsequently published on a
popular hacking forum,
increasing accessibility to

potential cybercriminals.

SUSPECTED
PERPETRATOR:

* Threat Actor "888": Initial
assessments suggest
involvement by a specific
threat actor known as "888."

» Implications: Raises
questions about the method
and vulnerabilities exploited
in BMW Hong Kong's data

security infrastructure.
Reference; hittps:/‘cybersecuritynews. com

bmw-hong-kong-laces-major-data-breach

Singapore Banks to

Phase Out OTPs for

Online Logins Within 3

Months

Date: June 09, 2024

*  Regulatory Decision: MAS
and ABS announced on July
9, 2024, to phase out OTPs
for online account
authentication in Singapore's
retail banking sector within
three months.

*  Alternative Authentication:
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three months.

*  Alternative Authentication:
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Customers are required to use
digital tokens on mobile
devices instead of OTPs.
These tokens authenticate
logins securely without the
risk of interception by
scammers.

*  Purpose: To mitigate
phishing risks associated with
OTP interception by cyber
criminals using banking
trojans, OTP bots, and
phishing kits.

+ Security Enhancement:
Digital tokens provide
stronger protection against
unauthorized access and
financial fraud compared to
OTPs.

« Challenges: OTPs, initially
introduced for 2FA, have
become vulnerable to
phishing attacks, prompting
the shift to more secure
authentication methods.

*  Emerging Threats: OTP
bots, advertised on platforms
like Telegram, exploit social
engineering to trick users into
divulging OTPs, highlighting

evolving cyber threats.

24 | www heritagecyberworld.com

notes OTP bots focus on
manipulating users via phone
calls to obtain OTPs,

emphasizing the need for

robust security beyond
traditional OTP

authentication.

* Phishing Toolkit Disclosure:

SlashNext unveiled FishX-
Proxy, an "end-to-end”
phishing toolkit aimed at
simplifying phishing cam-
paigns while evading defens-
es. It facilitates multi-layered
attacks with unique links,
dynamic attachments, and
evasion of CAPTCHA and

security tools.

Iranian Hackers
Deploy New BugSleep
Backdoorin Middle

East Cyber Attacks
Date: June 16, 2024

Egnyie Subdomain

Email Lure with Link Archiy

-|DRONAKSH |

. = Expert Insights: Kaspersky

- E
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Notable attacks Worldwide

Recent Reports: The Iranian
state-sponsored hacking
group MuddyWater has
deployed a new custom
backdoor, BugSleep or
MuddyRot, in their latest
campaign targeting countries
including Turkey, Israel, and
Portugal.

Details: This new backdoor
allows attackers to
download/upload files, create
reverse shells, and establish
persistence on infected
systems. It communicates
with command servers using
encrypted channels.
Implications: This shifi
indicates MuddyWater's
ongoing efforts to refine their
techniques, emphasizing the
need for vigilance against

evolving cyber threats.

Reference: hitps://thehackernews.com
2024707 iranian-hackers-deplov-new-bug-
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“| dream of a
Digital India where
cyber security
becomes an
Integral part
of our
National
Security.”

- Shri Narendra Modi Sir
Frime Minister of INDIA
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